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TCP (Transmission Control Protocol)
* Connection-oriented, reliable protocol
* Provides:
1. flow control by providing sliding windows,
2. reliability by providing sequence numbers and acknowledgments.
» TCP resends anything that is not received and supplies a virtual circuit between end-user
applications.
» The advantage of TCP is that it provides guaranteed delivery of the segments.

Connection-oriented
e Three-way handshake

Flow Control
e Sliding Windows (Send and Receive Window)

Reliability
e Sequence Numbers and Acknowledgements (Expectational Acknowledgement)

Some of the protocols that use TCP are:

e HTTP
» Telnet
- FTP

Note: See Port Numbers in a Nutshell for this topic.



Three-way Handshake

Packet 1:
TCP :

130.57.20.10 dest.:130.57.20.1

source:

Another example

TCP : 1. = S¥YN
TCP: Window = 8192 TCP Three-Way Handshake/
TCP: Checksum = 1303 (correct) 0pen Connection
TCP: Maximum segment size = 1460 (TCP Option) K E
Packet 2: source: 130.57.20.1 dest: 130.57.20.10 jA : .‘—B
TCP: ----- TCP header ----- —a —a
TCP: Source port = 524 (S;’Lti‘)m \ ‘
TCP: Destination port = 1026 :;?':'Ssm
I TCP: Initial sequence number = 2744080 | Sond SYN
en
TCP: Next expected Seqg numbexr= 2744081 Receive SYN / Sena &
I TCP: Acknowledgment number = 12953 | (seq =y, ACK =x + 1)
TCP 1. = SYN i
TCP: Window = 32768 ke \
TCP: Checksum = D3B7 (correct) Recei_veACK
TCP: Maximum segment size = 1460 (TCP Option) (ack =y+1)
Packet 3: source: 130.57.20.10 dest: 130.57.20.1
TCP: ----- TCP header -----
*  Only part of the TCP
TCP: Source port = 1026 head displ d
TCP: Destination port = 524 ea_ ers are disp ay_e .
TCP: Sequence number = 12953 ° Notice that the Maximum
D: Next expected Seg number= 129 segment size and the
TCP: Acknowledgment number = 2744081 negOt|ated Window size
TCP: . . = Acknowledgment are also sent.
TCP: Window = 8760
* TCP: Checksum = 493D (correct)
TCP: No TCP options 70
Sliding Windows
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[ TITi 1 160t Window Size  (§)
1
Host A - Sender Host B - Receiver

[1‘2‘3‘4|5|6|7‘3‘9‘10 ‘11 |12 ‘13 I

|1‘2‘3|4|5|5|7‘s‘9‘10 ‘11 |12 ‘13 I

X‘
s:

|1‘2‘3‘4‘5|6|7|B‘9‘10 ‘11 ‘12 ‘13 I

Octets sent | Usable Window
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More sliding windows
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