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ABSTRACT

A matiematical tieory of secrecy systeas is
developed. Three main problems are considered. (1) A
logical formulation of. the problem anc a study of the
mathomatical structure of sccrcey systens. (2) The
problen of "theoretical sccrecy," i,c., can a systenm be
solved given unlimitcd timc and how much material must
be intorccptod to obtain a uniquc solution to cryptograms.
A scerocy mcasurc callcd tho "equivocation™ is dcfincd
and its propcrtics dsvclopcd. ?3) Thc problem of
"practical socrocy.® How can systcms bc mado diffiocult

to solve, ovon though a solution is thcorctically
possibloe )
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Introduction and Summa.r:z DOD DIR 520010 /

In the present paper a mathematical theory of . ‘
cryptograggy and seorecy systems is developed,. The entire .- -
approach is on a theoretical level and 1s intendsd ta comple=. .
ment the treatment found in standard works on cryptography.* ..~ "
There, a detailed study is made of the many standard types of .
codes and cipliers, and of the ways of breaking them, We will .
be more concerned with the general mathematical structure and -
properties of secrecy systess. _

The presentation is mathenatical in character, We
first dofino the pertinent tcras abstrectly and them develop
our results as lemncs and theorens, Proofs which do not con-
tributc to an understanding of the thoorcms have been placed
in the appendix..

The mathematics recguircd is drawm chiefly from
probability theory and frca abstract algcbra. The rcader is
assumed to have some familiarity with thesc two fields. A
knowlcdge of the eluncnts of cryptogrephy will also be help-
ful although not required,

The treatmont is limitcd in certein ways. First,
thero are two general typcs of secrecy system; (1) conceal-
ment systems, including such mcthods as invisible ink, con-
cealing a messcge in an .innocent tcxt, or in a fake govering
cryptogram, or other mothods in which the existence of tho
message 18 concealed from tho onony; (2) "true" secrocy systems
where the meaning of the message is concoaled by cipher, code,
etc., although its oxistonce is not hiddcn. Ve considsr only
the second type--concealment systcrs are more of a psychological
than a mathcmatical problem. Sccondly, the treatment is limited
to the case of discrete information, whore the information to
bs enciphored consists of & Ssequence of discrote symbols, each
chosen from a finite sect. Thcsc symbols may be letters {n a
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language, words of a lzngucge, amplitude levels of a "quontized”
speech or video signal, etc., but thc main emphasis and think-
ing has beon conccrned with the case of lctters. A prelinminary
survey indicates that thc mcthods and analysis can be general-
1z6d to study continuous cascs, and to take into account the
special characteristics of spccch 8ccrecy systens.

The paper is divided into thrce parts, The nain re-
Sults of those sections will now be bricfly surmarized. The
first part deals with tho basic mathcmatical structurc of
language and of secrooy systons., A languacge 18 considercd for
cryptographic purposes to bu a stochastic process which pro=-
ducos a discrote sequonce of synbols in accordance with sone
systans of probabilities. Assooiated with a lnngzggo there
is a certain paramcter D which we ¢all tho redundcncy of the
languagoe, D ncasures, in a sonso, how much a text in tho. -
langungo con be reduced in longth without losing any. infornn-'
tion. . As a sinple exanple, if ecch word in"a tex} 48 repeated
- a reduction of 50'por cent is immediately poasibley: Further.. .-
reductions nay be possible due to the statistidal ‘strwctuie of -
tho language, the high frequencies of cortain letters or words,;:
otc. Tho redundancy is of considornbdloe inportanoéi@ggthe study
of secroocy systons, ' . I R 2%

A secrecy systen is defined cbstroctly as a sot of
transfornations of onc spaco (the sot of possible ncssages)
into a sccond space (thc set of possible cryptograms), Each
transfornation of the set corresponds to enciphering with a
particulaer key and the transformniations arc supposed recversible
(non-singularg so that unique dcciphering is possidle when the

key 1s known,

Ecch key nnd therefore ecch transfornation is zssuned
to have an a priori protability associcted with ft--thec proba-
bility of choosing that kcy. Thc set of nessages or nessage
space is also assuned to have g priori probabilities for the
various messages,. i.e., to be a probability or medsure space.

In the usual cases the "messages" consist of sequences
of "letters.". In this case as noted above the message space is
represented by a stochastio process which generates sequences of
‘letters according to some probability strustureJj i - . -

P Cey = N, R
~* These probabilities for various keys and messages are

actually the enemy cryptanalyst's a priori probebilities for

the choices in question, and represcnt &;g. forl knowledge
of the situation. To.use the systcm a key 1s first selected

and sent to the regeiving point. The choice of a koy determines
a particular trensformation in tho set forming thé systom. Then
a nossage 18 solected and the particular transformation applied
to this message to produce a oryptogrem, This oryptogram is

e
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transmitted to the rceeciving point by a channel that 1ty be
interccptcd by the encmy. At the rcceiving end the inverse
of tke particular transformation is applied to thc cryptogror
to recover the original nmcssagec,

If the cneny intercepts the cryptogram he can ealeu
late from it the 2 posteriori probabilities of the various
possiblec messages nnd keys which might have produced this
‘crypsogram. This set of g postcriori probabilitics constitut
his knowledgoe of the key cnd message after the interception.*
Tho calculation of thusc g posteriori probabilitics is the
generallzed problem of cryptenalysis, .

As an example of thcse notions, in a simple substi-
tution cipher with random key there are 28! transformations,
corrcsponding to the 26! ways we can substitute for 26 dif-
ferent letters. These are all equally likely and each there-
fore has en a priori probability 1/26%.:-If this is applied
to "normal EngEIsE“ the cryptanelyst being assumed to have nc
knowledge of tho message source othor then that-it 1s English
tho a priori probabilities of verioys messages of N letters
.are morely their frequency in normal English text, -~ .

" If the encmy intercepts N letters of cryptogram in
this system his probabilitics changc. If N is large onough
(say 5C lettors) there is usuclly o single message of a poste
probability nearly unity, while cll othcrs have a total proba
bility nearly zero. Thus there is an essentially unique "sol
tion" to the cryptogrom, For N smeller (say N = 15) there wi
usuclly be mony messagos =nd keys of comparable probability,
with no singlc onc nearly unity. In this case there are muls
"solutions” to the cryptogrone.

Considering a sccreocy system to be a set of trans-
fornations of one space into another with dofinite probabilit
associated with each trcnsformation, there are two natural cc
bining operations which produce a third systum fram two givern
systems. The first combining opcration 1s called the product
opcration and corrcsponds to cnciphoring the messcge with the
first systam R and cnciphering the rcsulting cryptogrom with
system S, thc keys for R and S being chosen independently.
This total oporation is n» secrecy system whose transformation
consist of all the products (in the usunl sonse of products o
trensformations) of transformations in 8 with transfornations
in R. Tho probabilitics are the products of the probabilitic

for tho two tronsformations. T N

tucH

'_ The socond conhining Opéfqtioé is "welighted czdditic:

T= jR + 98 . p‘; q=1
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*"Knowlecdgo" is thus identificd with a set of propositicns ho
cssociatcd probebilitios., We are hero at variance with the
doctrine often .issuncd in philosophical studies which comsid
knowlodge to be a sct of propositions which =re e¢ither true .

falsc. ) N



